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I Executive Summary of Recommendations and Priorities

Yale must act quickly both to raise the baseline level of information technology across the entire
University and to empower departments and schools to take responsibility for meeting their own
additional needs. That is the conclusion that emerges from the Information Technology Advisory
Committee's yearlong effort to assass the current informatian technology infrastructure at Yale
and its peer institutions.

The Information Technology Advisory Committee recommends that for Yale to
remain competitive with peer institutions and continue to excel in research and
education, it implement significant additions to existing information technology
infrastructure.

A Plan for Improving Information Technology at Yale The Committee recommends a plan
to enhance development and implementation of information technology at Yale. This year's
recommendations build upon last year’s effort involving the campus network, and are centered
upan deskiop computers and user support. The recommendaticns are intended to apply to the
entire community, but the Committee has only developed a specific plan to implement them for
Yale College and the Faculty of Arts and Sciences. The Comimittee expects that this plan, intact or
In some modified form, wilt have merit for other segments of the community as well.

The Committee’s recommendations are summarized below and detailed in the remainder of
the Report.

+ Computer access for faculty and academic staff

The Committee recommends that the University commit to a goal of having a
networked computer on every faculty (or facuity proxy) desktop by September
of 1998, with similar access by academic staff,

The student body has generally outstripped the faculty in its knowledge and use of infor-
mation technology. While approximately 57% of the students in Yale College are on-line,
many fewer faculty are. (See Section IV.1.}

« Usersupport

The Committee recommends implementation of a distributed support system
for maximizing adoption and maintenance of information technology at Yale.

Without adequate support at all levels—planning, installation, education, training, mainte-
nance, and troubleshooting—many desktop computers will be unused or under-used. {See
Sections IV.2 and TV32)



« Funding

The Committee recommends that the University ensure that funding is avail-
able within every department to sustain a baseline configuration of hacdware,
software, and user support. This may require selective reallocation of funds cus-
rently provided to a particular department, and/or incremental funds to ensure
that existing services are not compromised.

It further recommends that the University ensure adequate funding of ingtitu-
tonal programs for integration and support of the department-level activities.

The cost of information technology is not low, but the Committee is convinced that the cost
of inad equate infrastructure to support it is higher. (See Sectien'V.)

Integration of Services

To maximize the effectiveness of existing and proposed software applications,
the Committee recommends that the University provide access to the appropri-
ate components of these systems for faculty, staff, and students.

1t further recommends that electronic mail be adopted as an official means for
communicating information that is not sensitive or confidential,

Yale can stimulate effective use of networked computers by moving to assure that admin-
istrative functions occur mairdy through electronic means, that information technelogy is
a valuable component of teaching and learning, that innovation and initiative in using the
technology in these areas will be rewarded, and that quality in the information technology
environment is valuable for attracting faculty and students to Yale. (See Section 1)

» Policy

The Committee recommends that the University adopt the Information Tech-
nology Policy contained in Appendix A, which was designed by C&IS in con-
sultation with Yale’s General Counsel and this Committee.

Information techrology brings with it encrmous and complex moral, ethical, and legal
responsibilities for users and for the University. (See Section VL)

« Evaluation

The Committee recommends an ongoing assessment of the use of information
technology at Yale to guide the implementation of existing and future programs.

Tt is essental that an oversight mechanism be created to evaluate and medify any plans for
enhancing the use of information technology at Yale. (See Section VIL)



II Significance and Urgency:
The Importance of Information Technology at Yale

An Investment in information technotogy at Yale is urgently needed if Yale is to remain compet-
itive with peer institutions and to retain its leadership in research and education. Information
technology is pervasive in every aspect of modern life, and the university is no exception. Educa-
tion and research—the two key missions of a university—are changing in the face of it. There are
an increasing number of resources which exist only in electronic media. Scholarly conversations,
research publications, and information resource management are nOw often purely electronic in
form {1, 3, 4, 51.

For many years, educators have argued that information technology greatly enhances the
educational and research processes. Today the argument is strongen: the lack of information
technology is seen as a serious hindrance in achieving even basic objectives of education and
research.

The Committee conducted a survey (attached as Appendix B) of peer institutions to determine
the extent to which other institutions provide direct support for information technology. The
results of the survey indicate that many peer institutions have already made substantial invest-
ments in information technology, in several cases with plans for expansion in the near future.
Yale's current level of investment is decidedly lower than the average, and thus it is easy 10 argue
that Yale needs to invest in information tcchnology to keep up with the status guo. This is a
weak position, however, for a University that prides itself in being at the forefront in many areas
of education and research world-wide. For Yale to retain this teadership, it should excef in the
effective use of information technology. Aside from direct gains in the quality of education and
research, investment in information technology at Yale will bring advantages in the recruitment of
new faculty, students, and staff, and in attracting new grants, contracts, and alumni contributions.

“I'he Committee submits this report with the aim of identifying a realistic minimum level
of investment below which the University cannot afford te fall. To remain competitive, Yale
must commit itself to implementing at least these basic proposals. Yale's leadership in higher
education may make a higher level of investment desirable, but the Committee has limited its
recommendations to what It regards as imperative.

The Committee also feels that the baseline level of investment recommended in this Report
will serve as an incentive to further enhance information technology at Yale. Many departments
will have needs that exceed the baseline requirements specified here. The Committee urges the
University to work with departments toward satisfying those needs.



II1 The Status of Information Technology at Yale

In the past several years the University has taken a key step toward ensuring the effective use of
information technology at Yale: the installation of a campus-wide network Last year’s Informa-
tion Technology Advisory Comumittee made specific recommendations regarding this measure,
including a charge-back funding strategy recently endorsed by the Provost [6]. This year’s Com-
mittee is happy to report that progress on the network has proceeded on-time with no major
5nags.

The University has already begun to demonstrate the usefulness of the campus-wide net-
work through the implementation of major changes in student registration and grading, finances,
purchasing, and library access. But therc are many benefits yet to be realized.

To maximize the effectiveness of existing and proposed software applications, the
Committee recommends that the University provide access to the appropriate com-
ponents of these systems for faculty, staff, and students.

Examples include access to student grades by faculty and (on an individual basis) students,
inquiries regarding grant or contract finances, and on-line clerical or laboratory supply orders,

The Committee also recommends that the University move toward establishing elec-
tramic mail as an official means for communicating information that s not sensitive
or confidential, and that the electronic mail infrastructure be improved to include
means for transferring non-text-based information.

Electronic mail has obvious advantages over paper correspondence and/er voice mail; it is
quicker, 1s asynchronous, permits effective archiving, and allows both narrow and broad distri-
bution (including effective communication between students and faculty). Other administrative
functions will also improve when transferred into electronic form. Congomitant with these ad-
vantapes are potential savings in paper costs, mail and phone service, filing, and other clerical
tasks.

The Committee nokes that these recommendations require that individuals either use these
tools or arrange for a proxy to de so.

Almostall undergraduates now access the campus-wide network from their dormatery rooms,
campus workstations, ot clusters. The faculty, however, remain largely disenfranchised. Equip-
ment has been purchased haphazardly, according to individual need and whim, and in many cases
is sutmoded and inadequate to fulfill research and teaching neads. While some existing equipment
may be capabie of being integrated into the campus network, anly a department-by-department
census can assess current needs.



IV A Plan for Improving Information Technology at Yale

The Committee’s recommendations for improving information technology at Yale aze based on
increasing computer access and improving user support. The Comumittee recommends improve-
ments in computer access through deskiop computers aimed at providing baseline hardware and
software for all faculty. It recommends improved support through a distributed support system
aimed at providing support at the desktop, yet Integrated effectively into a University-wide
organization.

1Vl The Desktop Computer

The Committee feels that, in order to use information technology effectively, all members of
the academic community must have access to a desktop computer with a baseline configuration
consisting of at least the following components:

1. An entry-level PC, Macintosh, or equivalent computer.

2. Email compatible with campus standards.

3. A World Wide Web browser such as Netscape Navigator or Microsoft Explorer.
4. A word processot,

5. Access to printing facilities.

6. File back-up capabilities.

This baseline reflects current needs and conventions in the academic computing environment.
Aside from the pervasive reliance on electronic mail, for example, mary activities are moving
toward Web-based interfaces: a Web browser is simply an indispensable tool in today’s academic
world.

The detailed specifications for the baseline hardware sheuld be established by C&IS and
updated at least on a yearly basis, to be reviewed by this Committee. Peripherals such as printers
and file-backup options should also be specified, as well asajternatives to the desktop; in particular,
the laptop computer. The goal of such a specification should be a promise to users that purchase of
such a computer will guarantee interoperability with standard University software applications
for a period of 4 years {which is the period recommended by the Committee for the maxirmum
life-cycle of hardware acquisitions), with no required ot possibly only minor enhancements {for
example, a modest increase in memory).

The Comunittee also expects the baseline software to evolve as needs and conventions change
and as the technology improves and becomes more econamical. For example, group scheduling
software is becoming increasingly effective and popular, and could become 2 standard tool within
individual departments or throughout the whole University.



‘The Commiltee recommends that the University commit to 2 goal of having a net-
warked computer on every faculty (or faculty proxy) desktop by September of 1398,
with similar access by academic staff.

See Section V.1 for a discussion of the costs involved In achieving this goal.

The Committee recognizes that some faculty members will prefer not to have desktop computer
access. Yet if the University is to conduct official business on-line, the Committee feels that such
faculty need to arrange for proxies {e.g. clerical staff) to serve as an interface to the on-line services,

IV.2 Support

While the desktop computer is a necessary element of any information technology plan, it cannot
function effectively without support at many levels. The coordination of desktop equipment and
software with the existing (and expanding) campus network will require ongoing support for
every aspect of implementation. The Comnumittee consulted several sources of information about
the complexities of support, most based on industry or business models which have qualified
application in the university environment.! The Committee has modified those assessments in
tatloring a support model which it believes will best serve the needs and interests of the Yale
commundty.

The desktop computer and the user support structure are inseparable. The capilal cests for
hardware and software are relatively small components (<20%) of the total costs of end-user
computing. The bulk of the costs reside in a combination. of support by the institution and
time wasted by the end user. Technical support (planning, training, advice) must be funded
at a level which will help integrate desktop computers with all aspects of university activity.
Without this suppaort structure, investments in the desktop will not be cost effective and will not
enhance research or education; in brief, the machines will not be used, or if they are, they will be
disappointingly underused.

A simple way to look at the support issue 15 to graph the retun on investment aga inst dollars
spent on support, Though concrete numbers are hard to come by, the shape of the graph may be
conjectured as shown in Figure 1. This shape is consistent with experience gained in C&IS, and Is
confirmed by analyses of business practices.

The message in this graph is that investing in computing infrastructure does not produce
affective results until some threshald is passed, but that at some point further investments yleld
little gain in performance. The best level of investment Ties somewhere on the high-side of the
curve (near the position marked “X” on the graph). There is na ma gic formula for finding this
point, but being aware of the curve will help the University fine-tune support processes in an
evolutionary manner.

"The most informative, yet alarming, of these sourcels the well-known Cariner Group Reportan End-User Compuling
Total Cast of Ownership (2], The model used in the Gartner Report ia ot entirely applicable to Yale, because some of
the casts identifiad are not formally aceounted for In a university, and savings in end-user operations are not directly
reflected In the Unlversity’s “bottom line,” which 1 best measured in quality of research and education rather than
dollars. On the other hand, even research and education 15 wltimately measured in dollars, since the quality of these
products determines theability of the Universily to gain research funds, justify tuitions, and attract alumni contributions.

&
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Figure 1: Return on investment in suppert of information technology

The following subsections describe three categaries of support for effective use of information
technology: planning and installation, education and training, and troubleshooting and main-
tenance. Later sections offer specific recommendations for realizing this support, including a
specific funding strategy.

When reading the following subsections it is important to leave the horse before the cart. The
fundamental purpose of a support program is not to optimize planning, installation, etc., but ta
optimize teaching, learning, research, and publication.

Iv.21 Planning and Instaliation

The Committee recommends that planning for the use of information technology begin at the
department leve], with an assessment of needs specific to each discipline. In this way targeted
decisions ¢tan be made regarding information technology investments in hardware and software,
with eareful consideration of long-term needs for installation, maintenance, and replacement
factored in from the start.

Many departments need advice and assistance on selection and instaliation of desktop equip-
ment, network access, and core software. More Important, they need an understanding of how
information technology can be used to improve their educational, research, and administrative
missions. The Comurdttee feels that a centralized University facility needs to lead the campus
with a proactive dissemination of information, including seminars and demonstrations within
individual departments.

Pre-purchase consultation should aimn to identify needs and ensure that appropriate and com-
patible products are obtained. Such consultation is cyclical: it is needed after the initial purchase
whenever handware and software is upgraded. Pre-purchase support should serve a planning
function for the individual, the department, and wider institutional levels.

Many department-level activities can be automated (with spreadsheet applications, databases,
group schedulers, etc) but departments need assistance in understanding exactly what can be
put on-line, what advantages accrue, and what it will take to do the job.



Planning should be distributed throughout a system'’s lifecycle. A key issue in the use of
information technology Is retirement, replacement, and upgrade of technologies. Departments
will need as much help in making these decisions as in formulating an initial plan.

Installation of desktop computers includes delivery, unbexing, connecting to the network,
installation of baseline software, verification of proper functionality, and initlal guidance In proper
use. If installation is done at the department level, a well-planned “swat team” approach Is
recammended to ensure efficient use of manpower and to minimize user inconvenience.

[vz2 Education and Training

Investments in aducation and training can greatly reduce the learning curve for many individuals
and improve their effectiveness in the use of information technalogy. Courses representing this
level of support include those fer specific software packages, discipline-oriented applications,
network technology, and multimedia applications. Many of these courses can be conducted cen-
trally (for example in the Library or in C&IS), but department-level seminars on either generic
information technology or topics of special intercst to the department should also be consid-
ered. Particular attention should be given to the needs of those interested in applying software
technologies to special uses, such as the development of curricular materials or research results.

The Committee applauds the effectiveness of an ongoing collaborative relationship between
C&IS and the Library to help academic departments improve teaching and research through
the incorporation of networked-based information technologies and services. The “division of
labor” between the two organizations depends on the task: technology-specific tasks are handled
by C&IS, content-based activities are handled by the Library. The Committee recommends an
increase in these activities to meet the ever-growing needs of the university community, including
proactive marketing strategies to make these services known to all.

In addition to traditional training, Yale shouid provide oppertunities for users lo learn new
skills on an individual self-help basis. Cé&IS already maintains an extensive library of on-line
documents which teach users how to help themselves. These documents include frequently
asked questions (FAQYs), brief anticles from Omnibus, one-page guides on specific topics, and
more complete “how to” guides for Yale-specific services. As these documents will be useful
only to the extent that users know of their existence and whereabouts, it will be important to
maintain communications between providers and users and te provide effective indexing and
search tools. Beyond static documentation, Yale should explore the use of interactive on-line
tours and demonstrations and even camputer-aided instruction to provide basic orientation and
tralning for facuity, staff and students.

IV.23 Maintenance and Troubleshooting

Computets break; software dies; viruses invade. These are the realities of information technology,
and proper support is necessary to ensure the integrity and effectiveness of investments. This
category of support includes:



+ Hardware maintenance: when hardware fails, it needs to be fixed or replaced quickly and
effectively.

o Software maintenance: software can fall too, due to improper instailation or cenfiguration,
inherent bugs, etc. Software needs to be fixed, replaced, or upgraded as the need arises.

Hardware and software can malfunction because they are poorly constructed, are put to uses
that exceed the limits of their design, or are configured with other components in inappropriate
ways or with other components that are themselves malfunctioning, Individuals often need help
diagnosing these problems and implementing appropriate solutiens. We call this category of
support:

» Troubleshooting: regular support is needed as individuals encounter problems using the
technology. Problems may atise from lack of experience, or from the hardware ot software
problems mentioned above. Troubleshooting is the process of narrowing down the problem
for proper disposition.

IV.3 The Distributed Tiered Support System

To meet the broad range of support needs addressed above, the Committee recom-
mends implementation of a distributed tered support system.

Yale Is an extremely diverse community. This diversity is reflected in the many different ways
information technology is used across carapus, and these differences are likely to persist. It is
unreasonable to expect information technology to be used similarly across academic disciplines,
or to expect computer skills to be consistent across the campus or even within departments.
The support structure must take this diversity into account and address the needs of the entire
cornmunity.

The kinds of maintenance and troubleshooting problems that arise also vary considerably,
from trivial problems concerning application-specific issues (“How do [create a personal mailing
list?”} to difficult systems/networking lssues (“Why is our TCP/IP connection dropping packets
when user load exceeds 20?"). Different support skills are needed to handle these different kinds
of problems.

‘The Committee feels that the diversity of support needs can be effectively addressed by a
distributed tigred support system. In principle, a tiered support structute is hierarchlcal, with the
lowest level of the structure dealing with the simplest and most discipline-specific issues, and the
highest level handling the most difficult technical and discipline-independent issues, A distributed
tiered structure is one in which the lowest levels of the tier reach into individual departments,
providing personal suppert at the desktop level Such a system has the advantage of being
both centralized and distributed: it reaps the economy-of-scale benefits of a centralized structure,
while delivering the individualized, discipline-spedific attention of a distributed structure. For
simplicity we refer to the overall system as a distnibuied support sysfem in the remainder of the

Report.
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Figure 2: Distributed support system, showing tiered structure

Flgure 2 shows a distributed support system with three tiers, anchored in the academic depart-
rments. The first ter of support would be an Individual or small staff identified with, and usually
residing in, each department; the goal for this first level of support would be to respond quickly
and ably to a large majority of the support needs in the department. The second Her of support
would be existing C&IS discipline support organizations (for exampie, in the sodal sciences, the
Statistics Laboratory); the goal for this level of support would be to train and coordinate the first
level staff as well as to address discipline-specific questions or issues. The third Her of suppart
would be central staff at C&IS providing commaon elements to the entire support progzam, such
as system documentation and highly specialized technical expertise to address difficult questions
or issues. The first, second and third tiers must collaborate closely and complement one another
well.

Some departments, such as Computer Sclence, have already invested heavily n internal infor-
mation technology support services, but it is still desirable that such services be effectively inte-
grated into the distributed support structure. Being well-integrated benefits all parties involved
by identifying common concerns, leveraging the utility of common solutions, and providing &
better migration path for expansion or contraction of services as needs evolve.

Other departments will wish to arrange first tier support in the department 0r acToss a group of
collaborating departments, with a C&I5 discipline support unit providing training and supervision
of that first tier staff as well as software licensing, file and print service, and/or other services.

The distributed support system paosits the existence of experts at or near the department level.
These may be part-ime graduate student employees or full-time employees, depending on the
resources available to the department. C&I5 should have responsibility for training, supervising,
certifying and regularly evaluating these local experts, who are presumed to be able to respond
to 70% or so of the support needs in the department. The second tier of discipline-based support
staff organizes and supports the department level experts at the first tier, and are presumed to
be able to tespond to approximately 20% of the support needs. Standing behind the disciplinary
experts is a third tier of technology specialists, who have an institutional view and account for
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approximately 10% of the support needs.

The Committee notes that recent efforts by C&IS to introduce support structures in Sociology,
History of Art, and Chemnistry could have benefited from closer alliance to the distributed tier-
structure and moderately more funding. In addition, results from the survey of peer institutions
containted in Appendix B reveal that some other institutions use a similar support structure.

TV3.1 A Safety Net

A disadvantage of the distributed support system, espedially at the most sparse Tegions in the
hlerarchy, is Hhat one's “first line” of support—the person at the lowest level in the tier—may
not be immediately available to handle a critical problem, Thus the Committee recommends
supplementing the distributed support structure with a “safety net” that works somewhat like the
traditional “help desk” Designed especially for troubleshooting, this safety net would providea
direct point of contact in cases where the distributed system cannot provide a timely solution toa
problem.

V3.2 Support for Advanced Computing

The Committee recommends that support for advanced users—for example those using UNIX or
NT workstations—be accomplished with the same distributed structure that we have described
for baseline support, but with either more or higher-sidlled staff to provide the additional support
needed for such systems. The funding established for a department ta cover baseline needs would
be supplemented by other sources to fully fund this more sophisticated operation.

The Computer Science Facility, for example, supports information technology for both rescarch
and education in Computer Science and, partly, in other departments. This organization should
be tightly integrated within the distributed support system, as should any reorganization of it
based on expanding use of information technology in the Engineering Departments.

We emphasize that it is beneficial to integrate all computing at Yale into the campus infras-
tructure, and to encourage cooperative efforts between departments and the University. The
distributed support system is intended to provide autonomy at the department level while ensur-
ing effective integration in the whole.

IV33 Phased Implementation

It is both imprudent and impractica! to implement the proposed support programs all at once
and immediately. A phased roliout of the programs would allow all partles—C#&IS, the Library
and the academic departments—to identify in detail the organization and resources needed for
supporting faculty and students well in their use of information technologies and services. A
phased approach alse provides opportunities for practical evaluations of the program, in which
participants can experiment without fear of costly wistakes and can Identify and correct flaws in
the program desigz.

The Committee feels strongly, however, that effective implementation of support for particular
groups of users must include 21l aspects of suppert and must conform to a University-wide plan.
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V The Cost and Funding of Desktop Computers and Support

In making recommendations for a funding strategy, the Committee took the following as guiding
principles:

1. Equity is impartant across schools and departments. Regardless of whether teaching faculty
have research grants or not, they should receive equal consideration for baseline support of
teaching and administration. (Government regulations do not allow equipment purchased
for research to be used for education without special permission.)

2. Support and network costs must be viewed as essential components of cost when building
investrnent in desktop computers.

3. There must be incentives to ensure that investments in information technology for faculty
are well-used and that there is a means to allow for investment in high-end machines as well
as in the baseline.

Adequate funding is essential to the success of information technology at Yale. Unfortunately,
it is unlikely that many FAS departments can afford the minimal investment level without ad-
ditional funds being supplied to their budgets. The combination of networking, hardware and
software capitalization, and support creates a significant financial burden which the University
must recognize.

The Committee recommends that the University ensure that funding is available
within every department to sustain a baseline configuration of hardware, software,
and user support. This may require selective reallocation of funds currently pro-
vided to a particular department, and/or incremental funds to ensure that existing
services are not compromised.

It further recommends that the University ensure adequate funding of institutional
programs for integration and support of the department level activities.

The Committee considered varlous funding strategies, such as creating individual entitle-
ments, grants awarded in response to proposals, and matching-fund programs. The Committee
feels that the best stratagy is one focussed on academic departments, because thatis where the great-
est commonality of interests is found, and because deparimental funding structures are already
in place.

This funding strategy should serve not only to establish the minjmal baseline level of infor-
mation technology, but also to provide incentives to further enhance information technology at
Yale. Indeed, the Committee recommends that funding for a specific department be contingent
upon approval of a plan for use of those funds. Many departments will also have needs that
exceed the baseline requirements specified here. The Committee urges the University to work
with departments toward satisfying those needs.

The overall funding strategy recommended by the Committee consists of two pieces:
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1. Baseline department-level funds to provide baseline hardware, software, and ongoing support.
Hardware and software capitalization should be amortized over the life-time of the equip-
ment to provide a single, yearly figure for overall baseline suppart at the department level.
This baseline should be the foundation upon which departments can build information
technology infrastructure tailored to their specific needs. (See Section V.1.)

2. Institutiona! funds to support the upper levels of the distributed support system, including
centralized education and training such as that currently provided by C&IS and the Library.
{See Section V.2.)

In some cases the baseline funds may be realized through realiocation of existing department-
level funds, such as funds currently allocated for other kinds of educational resaurces, or those
allocated for phone service. These realocations should reflect savings accrued from the use of
information technology. Beyond the baseline, it is expected that some departments will supple-
ment their total information technology investment through grants and contracts. It is important,
however, that the overall computing system realized by these sources of funding be as well in-
tegrated as possible, to maximize the effectiveness of infermation technology at the department
level Nearby departments may wish to pool their resources for maximal effectiveness.

Other advantages of this department-oriented funding strategy are that it gives departments
freedom to manage resources across different faculty needs, encourages “trickle down” of ma-
chines from power users to other faculty, and can be linked to the development of depariment
plans that encourage the effective use of technology that meets institutional standards. An averall
department plan for information technology is likely to invalve a combination of baseline desktop
computers, laptop computers, higher-performance camputers or file servers, and peripherals such
as printers and scanners.

In the following twe subsections we attemnpt to estimate the costs of baseline desktop comput-
ing and support within the FAS,

V.1 Baseline Desktop Computing Costs

The cost of establishing department-level baseline computing capabilities can be estimated based
on the size of each department. The Comumittee tried to identify 2 dollar figure that would
place the University’s investment on the upper part of the graph in Figure 1. In deing so, the
Committes considered two kinds of departmeni-level costs: hardware and software capitalization,
and department-level support. Each of these is addressed below.

Baseline Hardware and Software Capitalization At the department level, the cost of placing
personal computters on faculty desktops can be estimated as follows. Let IN be the number of
teaching faculty in a particular department, ! the projected life-cycle (in years) of the deskiop
computer, ¢ the cost of a baseline desktop computer as described in Section IV.1 (including an
i-year warranty), and r the residual value of a desktop computer after | years of service. Then the
average yearly baseline cost of desktop computers in the department would be M{c - r}/L.
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TheCommittee recommends no more thana 4-year life-cycle. With the additional assumptions
of a desktop computer cost of $2,500, an additional $250 for software, a residual value of 12% of
purchase price, and 700 teaching faculty, the total cost to the University would be $423,500 per year
for faculty desktop computers. Note that this does not include equipment for other instructional
or acacdlemic staff, nor does it include printers or other peripheral equipment.

Baseline Support Costs The corresponding steady-state cost of tier-one department-level sup-
port can be estimated as follows. Let & be the number of teaching faculty In a particular de-
partment, ¢ the hours of support needed per desktop computer per week on average, and w the
hourly wage for a tier-one employee. Assuming a 48-week work-year, the yearly baseline cost for
support of desktop computers in the department would then be 48suN.

For example, ta provide 1/2 hour of support per week for each of the faculty’s 700 machines,
hiring graduate students working ata rate of §10 per hour would yield a total cost to the University
of $168,000 per year. The Committee recommends this as a minimum level of support; any
investment less than this would jeopardize the effectiveness of information technology at Yale.

The Committee believes that the use of graduate students for tier-one support is consgistent
with the “distributed tiered” structure, in that it locates support personnel (who may work part-
time} within departments, and satisfles the goal of using personnel familiar with the acadermic
discipline. It does require, however, effective training to ensure competent support.

For comparison, assume that a full-time professional would cost approximately $30,000 per
year, including salary and benefits. The budget needed t hire graduate sfudents to support 700
individuals in the Faculty of Arts and Sclences would fund approximately 3.4 professional staff,
or 1 professional for every 208 supported individuals, Although this ratio compares favorably
to the ratio of 1:200 in the Medical Center, by industry standards this ratic is quite low: tatios of
1:50 are more commen. In addition, it does not have the advantages of personnel distribution and
discipline expertise.

V.2 Institutional Suppert Costs

C&IS and the Library already allocate considerable resourtes for the support of informabon
technology and services. Both organizations intend at this stage to reallocate existing resources
to develop comprehensive support programs within their units. As noted above, the needs and
agplrations for information technology use differ widely across academic departments: some
departments already have such support, some smaller or contignous departments will share
support staff, while some larger departments may need more help.

Though the Comumittee applauds the relationship between the Library and C&IS, it questions
the benefits of the charge-back cost-recovery strategy used to finance technical support in C&IS, In
contrast to the central funds strategy used to finance Library support. The Commlttes believes that
such services should be centrally funded, in order to encourage users to take advantage of them.
Missed opportunities for proper training result In hours of end user time spent in unpreductive
and inefficient activities and self-training.
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The Committee also recommends increased investments to support the upper two levels of the
distributed support system. This should include the technical specialists, discipline specialists,
the “safety net,” and the management structure needed to coordinate, supervise, and train the
various personnel.

V1 Policy on the Use of Information Technology

Information technology makes it possible to distribute and examine a vast array of material with
unprecedented speed and accuracy. In the rapidly changing area of information technology one
requirement remains constant: all uses of information technology must fully respect the rights
of the University and its Comumunity members. Most uses of information technology parallel
familiar activities in other media and so existing University policies already provide guidance.
Communicating using electronic rather than written means, for example, does not fundamentally
alter the nature of the communication, nor will it alter the guiding University policies which
already apply to freedom of expression, privacy, and so om.

Yt the use of information technology can create unique circumstances that require special
attention to policies and rights. Information technology brings with it enormous and complex
moral, ethical, and legal responsibilities for users and for the University The Committee has
studied these issues and pelicies, and has worked with C&IS to create an Information Technology
Policy document that augments rather than replaces existing University pelicies.

The Committee recommends that the University adopt the Information Technology
Policy contained in Appendix A, which was designed by C&IS in consultation with
Yale's General Counsel and this Committee,

VII Evaluation

A means of evaluation 1s necded so that the University can better understand the vaiue of infor-
mation technology and the effectiveness of the University’s technolagy support structure.

The Commitiee recommends an ongoing assessment of the use of information tech-
nalogy at Yale to guide the implementation of existing and future programs.

This Committee can and should serve this role, but the committee found it difficult to collect
accurate data on the use of Information technology at Yale. We recommend that next year’s
committee work with C&IS and the Office of Institutional Research to collect detailed information
such as:

« inventories of sales of hardware and software (for use in establishing standards or in est-
mating the costs of changes in standards)
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« usage of on-line resources {for use in managing resowsces—which are increasing, which are
decreasing—and determining the implications of allocating resources)

» counts of users—faculty, staff and students—using the network and other resources {for use
in evaluating our progress toward universal access)

o survey of users to assess needs and satisfaction (for use in introducing new services and
improving existing quality of services)

This information should be collected at appropriate intervals and shared with the Comumittee and
with the Yale community.

VIII Future Priorities

The highest priority for next year's Committee should be a careful study of the use of information
technology at Yale, in particular in enhancing the educational experience. How is information
technology currently being used in the classraom? Is it effective, and are there contexts where it
is arguably ineffective? Are there emerging technelogies that can enhance teaching and leamning?
What demands will this place on student access to computing resources? These are some of the
many questions that need to be answered.

This year's Committee did briefly review the state of student computing at Yale. Students
generally have good access to computers, and all students are now automatically given email
accounts when they arrive at Yale. Members affirmed the need for distributed computer labs as
a way of providing specialized services not available on personal workstations. The labs also
serve as a way of ensuring thatall students have access to computers, especially those who cannot
afford one. However, the amortization period for financing and then replacing cluster machines
is presently 7 years; for example, in the current computer clusters managed by ACS, there are
still small-screen Macintosh computers in general use. The Committee feels that this replacement
cycle is too long.

Further study will be needed, however, to make more concrete recommendations regarding
student computing at Yale, The Comimittee recommends that next year’s agenda include careful
consideration of all factors relevart to student access, with a sensitivity to economic factors that
might create an undesired hierarchy of users and non-users within the student body.
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Appendix A: Yale University Information Technology Policies
May 9, 19%

Information technology (IT) has the ability to distribuze and exarmine a vast aray of material
with unprecedented speed. In the rapidly changing area of information technology one
requirement remains cons:ant: all information technology use must fully respect the rights
af the University and its community members.

Most use of IT parallels familiar activities in other media and formats and so existing
University policies already provide guidance. Using electronic media in the place of
standard written correspondence, for example, does not fundamentally alter the nawre of
the communication, nor will it alter the guiding policies: University policies which already
apply to freedom of expression, privacy and related manters apply to electronic expression
as well. These Information Technology Policies address circumstances which are new or
at least unfamiliar in the IT arena, but they augment rather than replace other applicable
University policies.

DEFINITIONS
Yale University Information Technology Systems ("University Systems”) include the

computers, terminals, printers, networks, modem banks, and related equipment, as well as
dara files or documents residing on disk, tape, or other media which are owned, managed
or maintained by Yale University. For example, University Systems include instirdonat,
departmental and faculty Tesearch systems and general access computer facilicies. Privawly
owned equipment is not a University System cven if it is aftached to the Yale network
unless that equipment is managed or maintained by Yale University.

A Yale University Information Technology User {“user”) is any person, whether
authorized or not, who makes any use of any University System from any location. For
example, this definition includes persens who access University facilities via an electronic
netwark or who are present in University computer clusters, as well as those who use 2
University electronic network to connect a persenal machine 10 any other system or service.

A Lniversity User is a user with authorization o access a non-pubtic University Systam.
University Users include Yale students, faculty members, staff members, and alumni or
alumnae with accounts on University Systems .

A Sysrem Adminisarator is an individual with the authority to determine who is permirted
HUCESS to 4 particular system.

PURPOSE

The purpose of University Systems is to further the research, education, and administrative
functions of Yale University.

Ta achieve this purpose, these policies intend:
+  toensure the integrity, reliability, and good performance of University Systeras,
« 1o ensure that the community of uscrs at Yale operates according to the same
conventions and values of the larger Yale community;
10 ensure that University Systems are used for their intended purposes; and
«  to establish sanctions and processes for addressing violations.
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SCOPE

Yale's Information Technology Policics apply to all University Systems and their use. For
example, all use of Yale's network is subject to these policies.

Many particular University Systems {Yale's NetNews and World Wide Web sites, the
Pantheon/Minerva system, University email services, individual research lab systems and
$0 on) have service-specific policies which apply in addition to these instimtional policies.
Pleass refer to postings available with each system to identify all applicable policies.

The policies described herein are those that the University intends to use in noomal
operation of its faciliies. This docurrent dogs not waive any claim that Yale University

may have to ownership or conrol of any hardware, software, or data created on, siored on,
or transmitted through University Systems.

USE OF UNIVERSITY 3YSTEMS

P Autherizati

Use of non-public University Systems is restricted to University Users.

Appropriate Use

University Systems may be used only for their inended, authorized purposes. For

example, privately owned computers may not host sites for non-Yale OTEaniZations across
the Yale network without specific authorization.

Commercial Use

Without specific authorization, activides using University Systems for non-Yale
commercial purposes are prohibited. This is not meant to restrict normal communications
and exchange of electronic data, consistent with the University's education, clinical, and
research roles, that may bave an incidental financial or other benefit for an external
organization. For example, it is appropriate to discuss products ot services with companies

doing business with Yale or o contribute to Usenct bulletin boards discussing issues
relating to commercial products.

Contracts

All use of University Systems must be consistent with all contractual obligations of the
University, including limitations defined in software and other licensing agreements.

PRIVILEGES FOR UNIVERSITY USERS
Free Inquiry & E .

University Users are afforded free inquiry and expression consonant with the purposes of
the University.

B bie Confidentiali

University Users can expect reasonable confidentiality for particular data. Systems
Administrators will identify categories of data, such as clectronic mail, which will be
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managed as confidential on a pardeular Uaiversity System and they will make all
reasonable efforts 1o maintain the confidentiality of that data. Confidentality may be
limited, however, by technical issues such as software bugs and system failures.
However, limits and risks do appl§ to confidentiality, due, for example, to technical
lirnitations, software bugs, and system failures. Systems Adminismatars will take
reasonable steps to inform University Users of limits to confidentiality for their respective
University Systems. University Usess arc expected to become familiar with those limits
and risks of confidentiality in the University Systems which they use and to manage their
confidendal data accordingly.

DPue Process

Universiry Users have the night to due process in cases of discipline resulting from policy
viofations. See Enforcement Procedures, below.

Participa

University Users will be represented in the formulation and periodic meview of University
IT policies and reguladons affecting thern through appropriate University committees.

RESPONSIBILITIES FOR ALL USERS
Unauthorized Use

Users must not permit or assist any unauthorized person 1o access University Sysiems.
Non-public University Systems may not be used by any non-Yale organization, for
exaruple, without appropriate authorization.

Security

Users must not defeat or atempt to defeat any University System's security, for exarple,
by “cracking” or guessing user identifications or passwords, of COMPromising foom locks
or alarm systems.

Unauthorized Data Access

Users must not access or attempt 1o access data on a University System they are not
anthorized o access. Lsers must not make or attempt to make any deliberate, unauthorized
changes to data on a University System. Users must not intercept or aticrnpt 1o intercept
daia communicatons not intended for that user's access, for example, by “promiscuous™
bus monitoring or wiretapping.

Concealed [denary

Users must not conceal their ideatity when using University Systems, except when
anonymous access is explicitly provided. For example, users must not masquerade as or
impersonate others.

Denial of Servi

Users must rot deny or interfere with or artempt to deny or interfere with service to other

uscrs by means of “resource hogging,” dismribution of computer worms or viruses, etc.
Knowing or recklzss distribution of unwanted mail or other messages is prohibited.
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Specifically, “chain letters” and other schemes that may cause excessive network traffic ot
computing load are prohibited.

Copynight

Users must observe intellectual property rights including, in particolar, copyright laws as
they apply to software and electronic forms of information.

Exiermal Datg Nepworks

Users must observe all applicable policies of external data networks when using such
nepworks.

Modification of Data ot Equipment

Without specific authorization, users of University Systems must not cause, permit, or
atrempt any destruction or modification of data or computing or communications
equipment, including but not limited to altcration of daca, reconfigurarion of control
switches or parameters, or changes in firmware. This rule protects data, compuring, and
communications equipment owned by Yale University, or any other person of entity.
“Specific authorization” refers 1o permission by the owner or Systems Administrator of the
equipment or data 1o be destroyed or modified.

p R ibility

Users are responsible for the security of their University System accounts and passwords.
Any user changes of password must foliow published guidelines for passwords. Accounts
and passwords are normally assigned to single users and are not to be shared with any
other person withont authorization by the cognizant Systems Administrator,

Users are presumed to be responsible for any activity carmied out under their University
System accounts.

B wilicy for C

Representatives of Yale University publish institutional information in a variety of
clectronic forms. Such institutional information will normally be identified by a statement
of the Certifying Authotity publishing the information. A Certifving Authority is that
University department or individual who certifies the accuracy of an electronic document
and its appropriateness for the conduct of University business.

Users also publish information in electronic forms on Yale equipmemnt and/or over Yale's
networks. Yale has no intention or eppenunity o screen such private material and thus
cannot assure its accuracy or assume any responsibility for this material. Any eleczonic
publication provided on or over Yale equipment and/or netwotks which is not identified by
a Certifying Authority is the private speech of an individual user,

Threats and Harasscazat

Users may not usc a University System to threaten or harass any person. A user must
cease sending messages or interfering in any way with another user’s normal use of
University Systems if the aggrieved user makes a reasonable request for such cessation, in
the opinion of the cognizant Systems Administrator.
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Without specific authorizador by the owaer or System Administralor, users must .0t

remove any University-owned or -administered equipment or docurments from a University
System.

Foreien Devi
Without specific authorization by the owner or System Administrator, users must not

physically or cleciically auach any foreign device (such as an external disk, printer, or
video systern) to a University System.

Violai
Users must not conceal or he'p to conceal or “cover up” violations by any party.

Users are expecred to Teport any svidsnce of actual or suspected viclation of these policies
to the Systems Administrator of the facility most directly involved. in case of doubt, the
report should be made 1o the C&IS Pirector of Academic Compuring Services.

UNIVERSITY RIGHTS
P ] [dentificap
Users of University Systems must show ideatification. including University affiliation upen

request by a System Administrator or other University authority.

Access o Darg

Users must allow systems administration personnel access to date files on University
Systems for the purpose of making backups, diagnosing systems problems und
investigating policy violations.

Ovessight Authas

University staff are authorized to investigase alleged or apparent violations of University
poticy or applicable law involving University Systems using whatever means 2pprogriate.

Enforcement Procedurss

Systems Adminiswators are authorized by University regulations to apply certain penatres
1o enforce zpplicable policies. Such penalties may include iemporary or permanent
reduction or elimination of access privileges, which may apply to computing accounts,
nerworks, University-administered computing reoms, and ether services or facilities.

When a Systems Adminiserator believes it neccssary to preserve the integrity of facilides,
user services, or data, he or she may suspend any account, whether or not the account
owner (the user) is suspected of any violation. The System Adminisator will atternpt 10
notfy the user of aey such acdon.

A University User accused of 2 violation will be notified of the charge and have an
oppormnity ¢ respond before a final determination of a penalty. Ha penalty is imposed,
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the accused violator may request a review by the University Director of Information
Technology.

If, in the opinion of the Systems Administrator, the violation warranis action beyond a
System Administrator's autherity, he or she may refer the case to other authorities, such as
to the University disciplinary body appropriate to the violator's status, to an employee’s
supervisor, or to a police authority.

Certifying Authority: Office of the Provost, June, 1996.

-End of Yale University Information Technology Policy Statement-

{ast revision 5/9/96)
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