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Converting existing PPTP connections to L2TP — Windows XP or Vista

A slightly different procedure is required for Windows XP and Windows Vista

Instructions for Windows XP
Right click the My Network Places icon on the desktop and choose Properties from the drop-down menu.
From the Network Connections window, right click on your VPN connection and select Properties.

Go to the General tab enter the address vpnwindows.yale.edu in the Host name or IP address of destination (such
as Microsoft.com or 157.54.0.1): box:

& Yale VPN

General ||:Ipti|:|n$ Secuity || Metworking | Advanced

Host name or IP address of destination [zuch az microzoft. com or
167.54.01]:

| wphwindows. pale. edu

Firzt connect

Windows can first connect the public network, such as the
Internet, befare trying to establizh thiz vitual connection.

[] Dial anather connection first;

Show icon in notification area when connected

(] ] [ Cancel
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Click the Security tab.

Click the IPSec Settings... button (lower right).

# Yale VPN Properties

| General || Options | Securty | Metworking || Au:lvanu:ed|

Securty options
(%) Typical jrecommended settings)
Validate my identity as follows:

| Fequire secured password " |
[] Automatically use my Windows logon name and
password {and domain if ary)
Require data encryption (disconnect if none)
() Advanced {custom settings)
|PSec Settings...

QK ] [ Cancel

Enter legacy as the pre-shared key for authentication:

IPSec Settings

Usze pre-zhared key for authentication

Eew | legacy

] [ Cancel ]

Click OK.

Click the Networking tab.
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From the Type of VPN: pull-down menu, choose L2TP IPSec VPN

& Yale VPN

| General | Options | Securit_l,l| Metwarking I.-'l'-.u:lvanceu:l!

Type of WPH:
[CoTFIPSec VPN

Settings

Thiz connection uzes the following tems:

7 Internet Pratocal [TCRAR]

Bl a5 Packet Scheduler

'g File and Printer Sharing for kicrozoft Metworks
g Client for Microgoft Metworks

[ [nztall... I rirztall Froperties

Dezcnption

Tranzmizzion Control Protocoldlnternet Pratocol, The default
wide area nietwork, protocal that provides communication
acrogs diverse interconnected network s,

Q. ][ Caticel ]

Click OK.
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Instructions for Windows Vista

From the Start menu go to Control Panel. This opens the “Control Panel Home.”
Click on “Network and Internet” control panel.

Click on “Manage Network connections.”

Right click on the VPN connections and choose Properties.

In the General tab enter vpnwindows.yale.edu in the Host name or IP address of destination:

é YPM Connection Properties “ Iﬁ

General |Dptions I Security I Metworking I Sharing|

Host name or |IP address of destination (such as microsoft com ar
157.54.0.1 or e 12341111

vprwindows yale edu

First connect

Windows can first connect to a public network, such as the
Intemet, before trying to establish this virtual connection.

[ Dial another connection first:

| oK

E- — = —

—_

Cancel ]

Click the Networking tab.
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From the Type of VPN: pull-down menu, choose L2TP IPSec VPN

[ g VPM Connection Properties v ﬂ
| General I Options I Sec:..lntyl Metworking |Sharir1g|
Type of VPN:
[L2TP IPsec VPN -

i Intemet Protocol Version 4 (TCP/IPv4)
g File and Printer Sharing for Microsoft Metwarks
4=l QoS Packet Scheduler
1 = Mware Bridge Protocol
g Detemministic Metwork Enhancer
% Cliert for Microsoft Networles

Install... Uninstall

Description

TCP/IF wersion 6. The latest version of the intemet protocal

that provides communication across diverse interconnected
networls,

[ ok || cancel |
e e

Enter legacy as the pre-shared key for authentication:

[Psec Settings ﬁ

i R T uoaa

i@ |Jse preshared key for authentication

Key: legacy
(71 Use certificate for authentication

Verify the Mame and Usage attibutes of the server's cedificate

OK || Ccancel

Click OK.
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