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Yale Information Security
For assistance contact ITS Information Security
 HYPERLINK "http://security.yale.edu/" 
http://security.yale.edu/

  information.security@yale.edu
On-call phone (7x24): 203.627.4665

Lost/Stolen Electronic Media or Computing Device Form

All information you provide in this form will help us to find your computer and/or to identify the nature of the data exposed. While there are many questions on this form, they are intended to help you remember as much as possible about your lost device or media. Please note that text in red is essential to investigating this loss (data or physical asset), so please provide as much detail as possible.  Once you have completed the form please send it to security@yale.edu. Thank you.
	I
	General Information

	1
	Today’s Date
	

	2
	Name of the Person filling out this form
	     

	
	Your NETID
	     

	
	Office Phone
	     


	
	Mobile Phone
	     

	3
	Name of the Person Owning the Asset
	If Same as Person Above then click this box 
 FORMCHECKBOX 

     

	
	Their NETID
	     

	
	Office Phone
	     

	
	Mobile Phone
	     

	4
	Approximate Date of when the loss occurred?
	     

	5
	Approximate Time of when the loss occurred?
	     
 FORMCHECKBOX 
 AM 
 FORMCHECKBOX 
 PM

	6
	Did this Loss Occur:

in your home 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
In your car
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 

In the Office
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
If Yes Office Location: 
     
Other Location:      

	7
	What is the current status of the computer or media (e.g., has it been recovered)?
	     

	8
	Have you requested that ITS Security investigate if this computing device has been using the University network since it was lost/stolen?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	9
	Brief Description of What Happened (e.g., lost, stolen; where/when last seen)

	
	     


	II
	POLICE Involvement

	1
	Has a Yale police report been filed?  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No    If yes, Yale University Police case number:        

	2
	If non-Yale law enforcement has been engaged, please include name of law enforcement organization contact information       
Provide the case number:      



	III
	Computing Device Information (if not a computing device skip to question #2)

	1
	Device Type ***
Smartphone
 FORMCHECKBOX 
 
iPhone
 FORMCHECKBOX 
 or Blackberry  FORMCHECKBOX 

Laptop
 FORMCHECKBOX 

Desktop
 FORMCHECKBOX 


Other 
     
Operating System 
Macintosh
 FORMCHECKBOX 
 or Windows  FORMCHECKBOX 

Version 
     
Model
     
Color
     
Serial #
     
Yale Asset Tag #
     

	2
	Any other identifying marks/parts/peripherals
	     

	3
	Who Owns the Device or Media? 
Yale 
 FORMCHECKBOX 

YNHH 
 FORMCHECKBOX 

Personal 
 FORMCHECKBOX 
 
Other
     
· If this is a University owned device have you notified the Office of Risk Management?
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

The department may be able to recover part of the replacement cost of the device under Yale's insurance program.
· If your own personal/confidential data was lost/stolen, have you reviewed identity theft /fraud implications?


 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 

	4
	Has this device been registered for the Yale Network ?
	
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	5
	Do you have any record of the physical hardware addresses associated with the device? 
	
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
     

	6
	Do you know any recent IP addresses, hostnames or computer names that are registered or known to be recently associated with the device (e.g., 130.132.x.x or clinic.med.yale.edu)?
	
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
      


	7
	Is the computer enrolled in the S.T.O.P. program (800-488-STOP)?

If so, what is the unique S.T.O.P. ID?       
Have they been contacted?
	
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
     

	8
	Is the computer enrolled with Computrace™ or any other location service? 
Have they been contacted?
	
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No


 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
     


***  If this lost or stolen device is a phone or other hand held then please call ITS so the data can be wiped remotely before you call your service provider and cancel the service.
	IV
	Data (Records) Classification:

	1
	Does the application: create, access or receive, or process any of the following data elements?
Social Security Numbers (SSN) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Credit Card Numbers (CC) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Bank Account Numbers (BA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Protected Health Information (PHI) (http://hipaa.yale.edu/guidance/index.html#phi)
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Veterans Administration data (VA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Passport Numbers (PPN) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Salaries (SAL) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Animal Research (AR) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Budgets Info (BUDGET) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Employee Evaluation Data (FOCUS) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Student Data Subject to FERPA (FERPA) 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Grades
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Addresses
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Other information protected by Family Education Rights & Privacy Act-FERPA
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	
	If you answered Yes to anything above then:

	3
	Give a Brief Description of the Data

	
	

	4
	What is the scale/scope of the data (e.g., large database, multiple spreadsheets, word documents, email correspondence)?
	

	5
	Was this PHI data primary source for:

treatment
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
research  
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
payment or healthcare operations
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
teaching
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Primary source for some other purpose?
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
     

	6
	Are there passwords on the device or automated logon scripts that could be used to access Yale or non-Yale systems? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

If Yes then what systems: 

	7
	Is any of the data from non-Yale entities 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
YNHH
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
VAMC
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Other 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No  Who: 

	8
	Have you notified the University HIPAA Privacy Office? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
If Yes, with whom did you speak with?      


	V
	Backup and Data Security

	1
	Is the data backed up? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
Is data centrally backed up by ITS (TSM)? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
provide TSM nodename 

filespaces (disks) 

Medical TSM 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
provide TSM nodename 

filespaces (disks) 

Central TSM? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
provide TSM nodename 
      

filespaces (disks) 
     

	2
	Is there an IT Support Provider
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
If Yes, then provide their name 

     

	3
	If you are not using central backup, what backup method was used (e.g., CD, USB or tape drive)? 


	4
	Can we get access to the backups? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
How? 
     

	5
	Is your Computing Device Encrypted? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
If Yes, then what is used for encryption? (PGP, etc)
     

	6
	If known, what are the directories and/or files where data containing sensitive or confidential data are potentially located on the computer?
     

	7
	If this was a hand-held mobile device, have you securely removed all data? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No 
Manually or remotely? (see http://www.yale.edu/its/mobile-technology/erase.html) 
     


	VI
	Notification

	1
	Have you contacted Yale's Office of General Counsel? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

Who was your contact?
     

	2
	Have you notified your Business Manager? or Manager/Supervisor? 
 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
i. Your Department Business Manager’s Name: 
     
ii. Your Manager/Supervisor Name: 
     

	3
	If the device or media was used to store human subject data, then please provide the:
HIC protocol number: 
     
PI’s Name/NetID: 
     
Have you contacted the Human Investigation Committee (HIC) Compliance Mgr (785-6471 - tracy.rightmer@yale.edu)?


 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

	4
	Have you entered the data for and searched the National Stolen Computer Registry for your computer’s serial number? 

 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
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